East Boldon Junior School

E-safety Policy
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E-Safety
E-Safety comprises all aspects relating to children and young people and their safe use of the
Internet, mobile phones and other technologies, both in and out of school. It highlights the
need to educate pupils about the benefits and risks of using technology and provides
safeguards and awareness for users to enable them to control their online experience.
This policy supports the ICT Policy to reflect the need to raise awareness of the safety is sues
associated with electronic communications as a whole.
The school’s e-safety policy will operate in conjunction with other policies including those for
Behaviour, Bullying, Curriculum, Data Protection and Security.
The purpose of this policy is to:
 set out the key principles expected of all members of the school community at East
Boldon Junior School with respect to the use of ICT-based technologies.
 safeguard and protect the children and staff of East Boldon Junior School.
 assist school staff working with children to work safely and responsibly with the
internet and other communication technologies and to monitor their own standards
and practice.
 set clear expectations of behaviour and/or codes of practice relevant to responsible
use of the internet for educational, personal or recreational use.
 have clear structures to deal with online abuse such as cyberbullying which are cross
referenced with other school policies.
 ensure that all members of the school community are aware that unlawful or unsaf e
behaviour is unacceptable and that, where appropriate, disciplinary or legal action will
be taken.
 minimise the risk of misplaced or malicious allegations made against adults who work
with students.

All staff are required to sign the Acceptable Use Policy
Any member of staff who flouts ICT security advice, or uses email or the Web for
inappropriate reasons risks dismissal.
E-Safety depends on effective practice at a number of levels:



Responsible ICT use by all staff and students; encouraged by education and made
explicit through published policies.



Sound implementation of e-safety policy in both administration and curriculum,
including secure school network design and use.



Safe and secure broadband from the NGfL Network including the effective
management of South Tyneside Internet filtering.
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School e-safety policy
Writing and reviewing the e-safety policy
The e-Safety Policy is part of the School Development Plan and relates to other policies
including those for ICT, bullying and for child protection.

־

The school has an e-Safety Coordinator who is also the Designated Child Protection
Coordinator as the roles overlap.

־

Our e-Safety Policy has been agreed by senior management and approved by the
Governing Body.

־

The e-Safety Policy and its implementation will be reviewed annually.

Teaching and learning
Why Internet use is important



The Internet is an essential element in 21st century life for education, business and
social interaction. The school has a duty to provide students with quality Internet
access as part of their learning experience.



Internet use is a part of the statutory curriculum and a necessary tool for staff and
pupils.

Internet use will enhance learning



The school Internet access will be designed expressly for pupil use and will incl ude
filtering appropriate to the age of pupils.



Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use.



Pupils will be educated in the effective use of the Internet in research, including the
skills of knowledge location, retrieval and evaluation

Pupils will be taught how to evaluate Internet content



The school will ensure that the use of Internet derived materials by staff and pupils
complies with copyright law.



Pupils should be taught to be critically aware of the materials they read and shown
how to validate information before accepting its accuracy.

Pupil e-Safety curriculum
This school


Has a clear, progressive e-safety education programme as part of the Computing
curriculum / PSHE curriculum. It is built on LEA e-Safeguarding and e-literacy national
guidance. This covers a range of skills and behaviours appropriate to the age and
experience of the children, including:
o
o

to STOP and THINK before they CLICK
to develop a range of strategies to evaluate and verify information before
accepting its accuracy;
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o
o
o
o

o
o
o

o
o
o
o
o
o





to be aware that the author of a web site / page may have a particular bias or
purpose and to develop skills to recognise what that may be;
to know how to narrow down or refine a search;
to understand how search engines work and to understand that this affects
the results they see at the top of the listings;
to understand acceptable behaviour when using an online environment /
email, i.e. be polite, no bad or abusive language or other inappropriate
behaviour; keeping personal information private;
to understand how photographs can be manipulated and how web content
can attract the wrong sort of attention;
to understand why on-line ‘friends’ may not be who they say they are and to
understand why they should be careful in online environments;
to understand why they should not post or share detailed accounts of their
personal lives, contact information, daily routines, location, photographs and
videos and to know how to ensure they have turned-on privacy settings;
to understand why they must not post pictures or videos of others without
their permission;
to know not to download any files – such as music files - without permission;
to have strategies for dealing with receipt of inappropriate materials;
[for older pupils] to understand why and how some people will ‘groom’
young people for sexual reasons;
To understand the impact of cyberbullying, sexting and trolling and know
how to seek help if they are affected by any form of online bullying.
To know how to report any abuse including cyberbullying; and how to to seek
help if they experience problems when using the internet and related
technologies, i.e. parent or carer, teacher or trusted staff member, or an
organisation such as Childline or the CLICK CEOP button.

Plans internet use carefully to ensure that it is age-appropriate and supports the
learning objectives for specific curriculum areas.
Will remind students about their responsibilities through an end-user Acceptable Use
Policy which every student will sign/will be displayed throughout the school/will be
displayed when a student logs on to the school network.
Ensures staff will model safe and responsible behaviour in their own use of
technology during lessons.
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Appropriate activities to minimise risks



Most Internet use in Primary schools is safe, purposeful and beneficial to learners.
However, there is always an element of risk – an innocent search may occasionally
turn up links to inappropriate content. Fast Broadband means that inappropriate
images can appear almost instantaneously.



Agreed procedure on what to do when a situation arises:

Switch off the monitor immediately. Don’t try to navigate away. If pupils saw the page, talk
to them about what has happened and reassure them. Later, investigate the history of
visited sites to get details to report and to find out how the pupil got there.



Image searches are particularly risky. The teacher may consider a safer approach to
download suitable images prior to the lesson, save to a shared folder and allow the
children to access them in this way.

Managing Internet Access
Information system security



School ICT systems capacity and security will be reviewed regularly.




Virus protection will be updated regularly.
Security strategies will be discussed with South Tyneside.

E-mail



Pupils may only use approved e-mail accounts on the school system.




Pupils must immediately tell a teacher if they receive offensive e -mail.



E-mail sent to an external organisation should be written carefully and authorised
before sending, in the same way as a letter written on school headed paper.



The forwarding of chain letters is not permitted.

Pupils must not reveal personal details of themselves or others in e -mail
communication, or arrange to meet anyone without specific permission.

Published content and the school web site



The school’s website, www.eastboldonjuniors.co.uk , is used to communicate with
parents and share school information



The contact details on the Web site are the school address, e-mail and telephone
number. Staff or pupils’ personal information will not be published.



The head teacher will take overall editorial responsibility and ensure that content is
accurate and appropriate.
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Publishing pupil’s images and work



Photographs that include pupils will be selected carefully and will not enable individual
pupils to be identified by name. Group photos rather than photos of individual
children may be more appropriate. Only images of pupils in suitable dress should be
posted.



Pupils’ full names will not be used anywhere on the Web site or Blog, particularly in
association with photographs. Any image files should also be suitably named – pupils’
names should not feature in the file names.



Written permission from parents or carers will be obtained before photographs of
pupils are published on the school Web site.



Pupil’s work can only be published with the permission of the pupil and parents.

Social networking and personal publishing



The school will block/filter access to social networking sites.



Newsgroups will be blocked unless a specific use is approved.



Pupils will be advised never to give out personal details of any kind which may identify
them or their location.



Members of staff should understand the importance of adopting good e-safety
practice when using digital technologies out of school and realise that the school’s ESafety Policy covers their actions out of school, if related to their membership of the
school.



Members of staff must not make contact with any child at the school on social
networking sites.

Managing filtering



The school will work with the LA, DCSF and the Internet Service Provider to ensure
systems to protect pupils are reviewed and improved.



If staff or pupils discover an unsuitable site, it must be reported to the e-Safety
Coordinator.

Managing videoconferencing



IP videoconferencing should use the educational broadband network to ensure quality
of service and security rather than the Internet.



Pupils should ask permission from the supervising teacher before making or answering
a videoconference call.



Videoconferencing will be appropriately supervised for the pupils’ age.
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Managing emerging technologies



Emerging technologies will be examined for educational benefit and a risk assessment
will be carried out before use in school is allowed.



Mobile phones will not be used during lessons or formal school time. The sending of
abusive or inappropriate text messages is forbidden.



The school possesses digital cameras for use by staff in school or on visits. Only
children whose parents have signed a permission letter may be photographed. It is
recommended that staff only use the school camera for work purposes and not use
personal cameras and camera phones without prior permission from the e-safety coordinator.

Protecting personal data



Personal data will be recorded, processed, transferred and made available according
to the Data Protection Act 1998.

Policy Decisions
Authorising Internet access


All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any
school ICT resource. This includes permanent members of staff, teachers and AOTT,
student teachers and any other adults who may have access to the school’s ICT
equipment.



The school will keep a record of all staff and pupils who are granted Internet access.
The record will be kept up-to-date, for instance a member of staff may leave or a
pupil’s access be withdrawn.



Parents will be asked to sign and return a consent form.

Assessing risks



The school will take all reasonable precautions to ensure that users access only
appropriate material. However, due to the international scale and linked nature of
Internet content, it is not possible to guarantee that unsuitable material will never
appear on a school computer. The school cannot accept liability for the material
accessed, or any consequences of Internet access.



The school will audit ICT provision to establish if the e-safety policy is adequate and
that its implementation is effective.

Handling e-safety complaints



Complaints of Internet misuse will be dealt with by a senior member of staff.



Any complaint about staff misuse must be referred to the head teacher.



Complaints of a child protection nature must be dealt with in accordance with school
child protection procedures.
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Pupils and parents will be informed of the complaints procedure.

Community use of the Internet



The school will liaise with local organisations to establish a common approach to e safety.

Communications Policy
Introducing the e-safety policy to pupils



E-safety rules will be discussed with the pupils at the start of each year and
throughout the school year as appropriate.



Pupils will be informed that network and Internet use will be monitored.

Staff and the e-Safety policy



All staff will be given the School e-Safety Policy and its importance explained.

 Staff should be aware that Internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.
Enlisting parents’ support



Parents’ attention will be drawn to the School e-Safety Policy in newsletters, the school
brochure and on the school Web site.

Reviewed Oct 2016
This policy will be reviewed in October 2018
Signed_________________________________________(Chair of Governors)
Signed _________________________________________(Head Teacher)
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E-Safety Audit
This quick audit helps the senior management team (SMT) assess whether the basics
of e-safety are in place.

The school has an e-Safety Policy that complies with DFE guidance.

Y/N

Date of latest update:
The Policy was agreed by governors on:
The Policy is available for staff at
And for parents at
The Designated Child Protection Coordinator is
The e-Safety Coordinator is
How is e-Safety training provided?
Is the Think U Know training being considered?

Y/N

All staff sign an Acceptable ICT Use Agreement on appointment.

Y/N

Parents sign and return an agreement that their child will comply with the
school Acceptable ICT Use statement.

Y/N

Rules for Responsible Use have been set for students:

Y/N

These Rules are displayed in all rooms with computers.

Y/N

Internet access is provided by an approved educational Internet service
provider and complies with DfES requirements for safe and secure access.

Y/N

The school filtering policy has been approved by SMT.

Y/N

An ICT security audit has been initiated by SMT, possibly using external
expertise.

Y/N

School personal data is collected, stored and used according to the principles
of the Data Protection Act.

Y/N

Staff with responsibility for managing filtering and network access
monitoring work within a set of procedures and are supervised by a member
of SMT.

Y/N
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